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ABSTRACT

The emerging complexity of the threats which the safer world faces as of now, let alone the adversary
attacks, presents great troubles to the orthodox systems of cybersecurity. This research focuses on the
use of Al to design and develop robust systems that prevent such shifting threats. As a result, the proposed
adaptive defense mechanisms utilize RL in this investigation to contend with real-time emergent attack
patterns. At the same time, Ensemble Methods are applied to improve the anomaly detection non-
sensitive approaches by using several machine learning models in order to minimize the false positives
and maximize the true positives. The utility of the proposed framework is assessed by using
benchmarking data sets such as NSL-KDD and CICIDS 2017 to represent various adversarial settings.
The results shown in the study show that RL is able to manage dynamic threats successfully with high
detection ratio and low response time. Ensemble Methods supplement this by strengthening the reliability
of detection and shortening the error margin. The study reveals that Al has implications for optimizing
the possibilities of cybersecurity systems, as well as for the defense systems themselves, as the
implementation of flexible and fundamentally suitable approaches is already possible at the present stage.

1. INTRODUCTION

The recent advancement of digital technology where core business infrastructures and new smart devices have become
more vulnerable to cyber hazards. Adversarial attacks are a category of cyber intrusions when the hackers invade the system
and use the cracks of the structure to attack. These attacks are dangerous to contemporary computer-based systems in areas
like finance, healthcare, as well as government organizations where personal and important data, services are vulnerable
[1]. Traditional systems of security in the area of cyberspace are considered to be highly rigid with strong focus on the rules
of standard forms, which cannot be adequately changed to address emergent forms of threats. This constraint highlights the
necessity of extending switches’ architectures with Al for saving them from adversarial attacks, while also learning in real-
time [2]. Al is turned into the cybersecurity’s game changer. Using the big data for training of the ML, specific pattern
indicative of the malicious activity can be learnt. RL and Ensemble Methods are well suited to the development of systems
that do not only diagnose but also actively counter threats in real time. These techniques seem to establish the basic building
blocks for efficient and adaptive anti-cyber threat measures [3].

Adversarial attacks take advantage of circumstances in machine learning systems, aimed at feeding them a little
perturbation which they will end up misclassifying. As has been shown, even a relatively innocent looking network packet
can be modified so that it is able to avoid detection via normal methods but nevertheless retain its dangerous purpose [4].
A simple scheme of the way adversarial attacks perform manipulations of inputs is represented in Figure 1.

*Corresponding author email: lal.hussain86@gmail.com
DOI: https://doi.org/10.70470/EDRAAK/2024/004



mailto:lal.hussain86@gmail.com
https://doi.org/10.70470/EDRAAK/2024/004
https://peninsula-press.ae
https://peninsula-press.ae/Journals/index.php/EDRAAK
https://orcid.org/0000-0003-1103-4938
https://creativecommons.org/licenses/by/4.0/

Hussain, Vol. (2024), 2024, pp 26-31

Poison N Poisoning
Detecti ®| Training —
| etection Data valuation
Adversarial Inference
Evaluation
Training
l Evasion Input ’
Detection i
Output Extraction
Evaluation
M Machine Learning
Model
Evasion

Evaluation
Fig 1: attacks manipulating input data to bypass detection.
The research aims to create a robust Al-driven cybersecurity framework using Reinforcement Learning and Ensemble
Methods. It aims to design an adaptive defense mechanism, enhance anomaly detection reliability using Ensemble Methods,
and evaluate the system's performance using benchmark datasets under various adversarial scenarios.

2. RELATED WORK

Cybersecurity is now blending with the application of Artificial Intelligence Al especially in defending growing
complexities of adversarial attacks. The following works are reviewed with regard to the current literature on adversarial
attacks, RL for adaptive defense, and Ensemble Methods for anomaly detection. The situation also highlights the drawbacks
of these approaches and the research questions answered in the present study.
Maliciously controlled input data is an effective way in which an adversary can take advantage of weaknesses found in
machine learning models through manipulations aimed at triggering impermissible outputs, or model breakdown. Among
the works cited by Goodfellow et al., one of the works that specifically explained the use of a Fast Gradient Sign Method
(FGSM), revealed that neural networks are sensitive to adversarial perturbations [5]. Future work introduced methods such
as adversarial training in which models are trained with adversarial samples to enhance robustness of models although this
improves robustness but degrades generalization [6]. Further, complex methods such as CW and DeepFool have been
observed to that effectively overcome traditional countermeasures as well as earlier Al based architectures [7]. Table |
provides a summary of the type of adversarial attack methods and what they mean.

TABLE | : ADVERSARIAL ATTACK TECHNIQUES

Technique Mechanism Impact

FGSM [8] Adds small perturbations to gradients Reduces model accuracy
Carlini-Wagner (CW) [9] Minimizes perturbations while maintaining stealth Evades detection systems
DeepFool [10] Iteratively adjusts inputs to fool classifiers Breaks static defense mechanisms

One of the most exciting ideas has been the application of Reinforcement Learning (RL) for practical adaptive
cybersecurity. Compared to the systems that require constant maintenance of the threat detection and prevention means,
RL agents adaptively can learn and respond to threats by inquiring the environment. Lin et al., for example presented an
intrusion detection system with high detection rates using DQN that enabled the system to learn with flow of new attack
patterns [11-12]. Furthermore, the second widely applied RL algorithm is Proximal Policy Optimization (PPO) that is also
applied to real-time threat response to ensure the correct reward-based actions. Still, RL systems have limitations such as
scalability or computational complexity in working with extensive networks [13]. Table Il presents other relevant works
employing RL to cybersecurity.
TABLE Il : APPLICATIONS OF RL IN CYBERSECURITY

Study | Algorithm Focus Qutcome

[14] Deep Q-Network (DOQN) Intrusion detection High detection rate
[15] Proximal Policy Optimization (PPO) | Real-time threat response Reduced response time
[16] Double Q-Learning Adaptive malware mitigation | Improved scalability

Ensemble Methods enhance detection reliability by combining predictions from multiple models. Techniques like Random
Forests, Gradient Boosting, and Stacking are widely used for anomaly detection due to their robustness and reduced false
positives. For instance, Zhang et al. demonstrated that an ensemble approach significantly improved detection accuracy in
the CICIDS 2017 dataset [17]. However, ensemble models require careful tuning to balance diversity among base
classifiers, and their computational overhead may hinder real-time applications [18]. Table Il provides a comparison of
popular ensemble techniques in cybersecurity.
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TABLE Il : ENSEMBLE METHODS IN ANOMALY DETECTION

Technique Mechanism Strengths Weaknesses

Random Forest [19] Combines multiple decision trees High accuracy, interpretable | Computationally intensive
Gradient Boosting [20] | Sequentially improves weak classifiers | Effective in imbalanced data | Risk of overfitting
Stacking [21] Integrates outputs from diverse models | High robustness Complex to implement

3. METHODOLOGY

In the next sections, the general approach of the allowed methodology for creating an efficient RL-based Al defense system
in addition to Ensemble Methods against adversarial attacks will be discussed. Preprocessing atmosphere involves
selections and preparations of datasets, designing of the RL and Ensemble based models as well as choosing the right
metrics to use in evaluating the overall performance of the system.

3.1 Overview of the Framework

The proposed system ensures that its function and flexibility are improved by adopting two related Al techniques. RL is
used in building adaptive defense systems that can change with time due to the continuous change in attacks. RL agents
learn their environment and navigate it to detect threats there and apply the most efficient defense measures applying
accumulated feedback. While on the other hand, Ensemble Methods is used to reduce false positives by and combining
entire anomalous behavior algorithms in order to increase the efficiency of the algorithm. All these techniques are
implemented within the purview of the intended framework; Reinforcement Learning for dynamic control of decisions and
Ensemble Methods to provide a strong kinetic chain to the anomaly detection framework proposed for implementation.
Figure 2 illustrates the architecture of the proposed RL-based Al defense system and Ensemble Methods framework. It
highlights the stages involved, from data preprocessing to adaptive threat mitigation and anomaly detection.
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and Alerts
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Fig 2: proposed RL-based Al defense system and Ensemble Methods framework

3.2 Datasets and data Preprocessing

To evaluate the system, two benchmark datasets were selected: The TON_loT dataset and the Bot-l1oT dataset. The
TON_IoT is a perspective and modern large-scale dataset for intrusion detection and analysis of 10T networks is TON_IoT.
It uses information from smart objects, network flows, and system output, which covers a number of scenarios such as man
in the middle (MitM), distributed denial of service (DDoS), and unauthorised data transfer. Its multi-dimensional structure
and labeled instances make it ideal for measuring up adaptive defense mechanisms against emerging threats. This dataset
is available in the Australian Centre for Cyber Security (ACCS). The Bot-loT dataset, on the other hand, targets the problem
of loT-based botnet detection by considering both normal and attack traffic with different situations like scanning, and
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DoS, and data theft. Being large and diverse, it reflects real 10T network scenarios and correlates well with machine learning
operations; also, it has abundant feature-extractive metadata. It is available through purchase through UNSW Canberra.

In addition to that, to enhance model generalization, and avoid cases of over fitting, several preprocessing techniques were
performed. Feature selection was done to eliminate the problem of high dimensionality by only using source and destination
IP, packet size, packet type, etc., which could slow down computation. The normalization technique was used to make
feature magnitude comparable such that features were scaled to the range 0 to 1. Moreover, good synthetic data generation
was performed to generate adversarial examples by incorporating perturbation techniques for improving view point in
effective handling of adversarial inputs with the model.

3.3 Algorithms

The RL element of the system employs a DQN to create learning systems for constructing adaptive defenses. Operating
within a simulated environment modeled as a Markov Decision Process (MDP), the RL model consists of three key
elements: statuses, which define the state of the network at a certain point in time, talking about normal traffic and roles,
as well as improper actions; actions that span from simple reactions like the blocking of access/restriction and issuing of
log entries to the notification of administrators; rewards, aimed at measuring the performance of the defense and stimulating
the correct behavior with regards to threats. In such a case, the RL agent takes an action and gets its corresponding reward
and keeps learning to counter new threats that may arise. It was carried out in several epochs in a networked training
environment.

The Ensemble Methods component is aimed at the anomaly detection and differentiation of the traffic as clean or hostile.
The base classifiers like Random Forest, Gradient Boosting were developed on the smaller portion of the dataset used
jointly along with the stacked learning which aggregates the output and arrives at the final decision. Ensemble Methods
were selected due to its compatibility in decreasing false positives while increasing the ratio of detection. The work also
shows that by using a base of diverse classifiers the system stands a less likelihood of falling to different attack types and
the misclassification rate is generally low.

4. IMPLEMENTATION AND EVALUATION METRICS

The given system was developed on Python language and TensorFlow and PyTorch for models. Reinforcement learning
environment was modeled using OpenAl Gym and Scikit-learn package for ensemble model. These experiments were
performed on an NVIDIA RTX 3090 GPU for computing the required computations.

The proposed system was assessed using metrics such as detection rate, false positive rate, accuracy, and response time.
The detection rate measures the ratio of correct threat recognition to incidents, false positive rate represents the ratio of
benign traffic samples being classified as malicious, and accuracy represents the average classification performance.

4.1 Results

The result section shows the effectiveness of Al-based cybersecurity system that incorporates RL and EMS. This evaluation
point consists of four parameters which are the Detection Rate, False Positive Rate, Accuracy and the Response Time. Two
modern datasets, TON_loT and Bot-10T were used to evaluate the ability of the system under different adversarial attacks.
Overall, adding RL and Ensemble Methods showed that both detection accuracy and adaptability improved significantly
against baseline models. Table 1V outlines the evaluation criterion for both datasets.

TABLE IV: PERFORMANCE METRICS

Dataset Model Detection Rate (%) | False Positive Rate (%) | Accuracy (%) | Response Time (ms)
TON_loT | Baseline (SVM) | 87.5 14.2 86.3 120
TON_loT | RL-Only 92.3 10.8 90.5 100
TON_IoT | RL + Ensemble | 96.7 5.2 94.8 105
Bot-loT Baseline (SVM) | 85.8 16.1 84.2 130
Bot-loT RL-Only 91.1 12.3 89.7 110
Bot-loT RL + Ensemble | 95.5 6.4 93.6 115

4.2 Real-Time Performance

Dataset-Specific Analysis TON_loT Dataset: With the proposed system DR was at 96.7%, and FPR was minimized to
5.2%. This proves that the developed and proposed system is capable of addressing various forms of 10T based attack
scenarios efficiently. These results were made possible by the flexibility of RL and the solidity of Ensemble Methods. Bot-
loT Dataset: Leaving a Detection Rate of 95.5% and False Positive Rate of only 6.4% the system clearly did a good job in
detecting such difficult and layered botnet-based attacks. The stacking-based ensemble enhanced the classification accuracy
so that the method could operate effectively in situations with a high level of data imbalance.

However, there were some hurdles that are briefly presented below the results denotes that the hybrid model was more
effective than the previous models; However, during the course of implementation, some challenges arose. Some
drawbacks were observed in the ISIC dataset; the regions of interest in the images heavily overlapped with the background
areas, as well as the general impression that samples with a low contrast ratio seem slightly blurred. Similarly, the hybrid
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model faced some issues while dealing with herbal data of MRI of BraTS dataset because of the process of decomposition
and recompositing. Such constraints can be managed in the next adaptations by altering data augmentation methods and
improving composite paradigms for more effective and stable model outcomes.

To determine whether the system would be effective for real time use, response time statistics were measured. The findings
show that the proposed RL + Ensemble model kept the response time comparable to the models created during performance
enhancement, while using multiple models in the process. Table V gives the response time information on various
configurations as mentioned below:

TABLE V : RESPONSE TIME ANALYSIS ACROSS MODELS

Dataset Model Average Response Time (ms) | Suitability for Real-Time Applications
TON_loT | Baseline (SVM) 120 Moderate
TON_loT RL-Only 100 High
TON loT | RL + Ensemble 105 High

Bot-loT | Baseline (SVM) 130 Moderate

Bot-loT RL-Only 110 High

Bot-loT RL + Ensemble 115 High

The RL + Ensemble setup enhanced response time by a negligible time as compared to the RL-only setup but was well
within the live application response latency limit. These results confirm the usefulness of this framework for applying it in
the conditions of high velocity and constant change.

4.3 Error Analysis

Nevertheless, several difficulties were identified throughout the assessment of the company’s performance. The
aforementioned challenges are captured in detail in Table VI below.
TABLE VI : ERROR ANALYSIS IN THE PROPOSED SYSTEM

Error Type Description Impact Proposed Solution

Highly Complex Attack | Attacks mimicking normal traffic (e.g., low-rate | Slight increase in false | Enhanced feature engineering for subtle

Patterns DDoS) increased false positives. positive rate. patterns.

Imbalanced Dataset Rare attack classes were underrepresented in | Reduced detection rates | Weighted loss functions or
training data. for rare attacks. oversampling rare classes.

Computational Combining multiple models in Ensemble Methods | Increased response time | Model optimization through pruning or

Overhead added marginal processing delay. by ~10 ms. lightweight architectures.

5. COMPARATIVE ANALYSIS

Table 7 shows the performance of the proposed approach along with the existing approaches for the purpose of
demonstrating the advantages of the system proposed in this paper.
TABLE VII : COMPARATIVE ANALYSIS WITH EXISTING METHODS

Approach Detection Rate (%) | False Positive Rate (%) | Response Time (ms)
Rule-Based Systems 75.3 25.8 150
Traditional ML (SVM) 86.0 15.2 120
Proposed (RL + Ensemble) | 96.1 5.8 110

The proposed system was found to have significantly better performance than the traditional methods in all of the
parameters studied, thus ensuring that the problems experienced with static and solely rule based systems were effectively
addressed.

6. CONCLUSION

The study presents an Al-based cybersecurity paradigm shift that uses Recurrent Learning (RL) with Ensemble Methods
to protect against adversarial attacks. The system achieves high detection accuracy, adaptability to new threats, and
effective anomaly detection. Compared to existing methods and machine learning algorithms, the detection rates exceed
95% with low false positive rates. The RL component changes the threatening response, and Ensemble Methods minimize
misclassifications, making the system applicable to modern cybersecurity attacks. The low response time of 105-115 ms
demonstrates its potential in dynamic environments with rapid response. The study suggests future research directions
include improving feature engineering, incorporating temporal and behavioral feature representations to capture attack
variants, proposing nuanced measures for scarce classes, meta-optimization with Explainable Al, optimizing architectures,
and applying multimodal analysis to extend the system'’s capabilities. Implementation in real-world environments, including
enterprise networks and 10T settings, will provide insights into the practical usability and scalability of the system. The
study’s strengths and weaknesses highlight the potential of integrating RL and Ensemble Methods to overcome traditional
defense approaches for critical infrastructure and loT networks. Future research should focus on optimizing architectures,
introducing multimodal analysis, and evaluating the system's practical usability and scalability in various real-life settings.
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