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ABSTRACT

This paper provides a detailed overview of image steganography, tracing its historical roots and
examining the development of modern techniques. Steganography, derived from the Greek words
"stegos™ (cover) and "graphia™ (writing), refers to the practice of concealing information within a host
medium. Historically, steganographic techniques included tattooing hidden messages and using invisible
ink, but the digital age has introduced new possibilities for secure data embedding, particularly within
images. With the advent of the internet, the need for robust steganographic techniques has increased,
leading to advancements in both spatial and frequency domain methods, including Least Significant Bit
(LSB) replacement, Discrete Cosine Transform (DCT), and wavelet-based techniques. This paper also
reviews evaluation criteria such as Peak Signal-to-Noise Ratio (PSNR), Mean Squared Error (MSE), and
Structural Similarity Index Measure (SSIM) to assess the effectiveness of various steganographic
methods in achieving high security, capacity, and imperceptibility. Challenges such as balancing these
criteria, developing multi-criteria evaluation tools, and optimizing embedding processes are highlighted.
This review aims to provide insights into current advancements, limitations, and future directions for
research in image steganography.

1. INTRODUCTION

This This provides a comprehensive analysis of the existing literature in the domain of data-concealing methods as a whole,
with a specific focus on image steganographic methodologies. This comprehensive synopsis presents an extensive
overview that seeks to summarize all the research goals and problems derived from the existing research gaps. The concept
of data concealment predates the advent of communication itself. The concept of steganography originates from the
combination of two Greek terms, namely "Stegos" and "graphic"”, which respectively denote "cover" and "writing".
Consequently, steganography may be precisely described as the practice of concealing information under a hosting medium
[1]. Indeed, in the realm of steganography, the concealment of secret data inside media (namely images) has historically
been accomplished via the use of either invisible ink or tattoos. These covert techniques serve as vehicles for transmitting
concealed messages within older steganographic methods. The development of contemporary communication technology
has facilitated the ease of data conveyance across a variety of hosting mediums. The advent of the World Wide Web
necessitated the concealment of private data, rendering it concealed or unidentifiable to unauthorized individuals [2]. The
primary concern when examining steganography as the practice of covert communication is the proliferation of the World
Wide Web and the consequent need for security measures [3].

The practice of concealing information has a lengthy historical background, originating from a time when a nobleman
sought to communicate with his son. To do this, he developed a technique involving the tattooing of messages into selected
slaves, namely on their scalps after the removal of hair. Subsequently, with the regrowth of his hair, the individual
transmitted the enslaved individual to his offspring, concealing the tattooed communication under the epidermis of his
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cranium, marking the inception of steganography. Later, the Germans devised novel methodologies throughout the "Second
World War" by using microdots to reduce typing durations, so making the message elusive and challenging to discover
when delivered across a secure channel [4] (Figl) illustrates the overall progression of this chapter, with the numerical
labels denoting the respective sections and subsections.
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Fig. 1. Comprehensive structure of information hiding
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The information hiding system has two major aspects. First one is the steganography that is considered here. Second
concept is the watermarking which is not considered here. The early iteration of steganography had challenges due to the
message transmission of messages, which gradually evolved via the utilization of email, postal systems, and telephones
[5]. Throughout history, from ancient Greece to the present day, the concealment of data within the physical bodies of
messengers has persisted, despite the advent of advanced information technology. The ancient Romans utilized a technique
known as steganography, whereby they utilized invisible ink to write concealed messages inside the original lines. This
included the use of a specific substance that, when subjected to heat, would become black, revealing the hidden message
[6][7]. Through the historical period of World War Il, a renowned technology was utilized for the transmission of covert
communication. This approach included the utilization of invisible ink, which was accompanied by a changeable extraction
code methodology. Currently, invisible ink is employed in several ways, including the use of Ultraviolet radiation in
conjunction with anti-counterfeit devices.

The first endeavor to conceal a covert message inside seemingly harmless writing was initiated by the monk Johannes, who
explored the realm of contemporary encryption [8][9]. The book titled "Steganographia™ authored by Gaspari Schott in
1665 is widely recognized as the first known reference of steganography. The principles presented in this book were
derived from the teachings of the monk Trithemius. In contrast, the science of cryptography was first established in the
publication named "Cryptographie Militaire" authored by Auguste and published in 1883 [10]. This book also suggested
the principles of steganography system for their design. The null cipher were used by the Germans during the World War
I1 to hide information, wherein it always appeared honest (innocent) to the enemy for instance: "Apparently neutral’s protest
is thoroughly discounted and ignored. Isman hard hit. Blockade issue affects pretext for embargo on by-products, ejecting
suets and vegetable oils™.

This secret message was taken from the second letter in each word to extract the given message (Pershing sails from NY
June 1). Thereafter, the field steganography was rapidly progressed with the emergence of the communication and the
internet. The dependence of modern life on the WWW and internet made it necessary to maintain the development of
various efficient steganography techniques for hiding the sensitive and private information in the good hosting media to
achieve absolute security[11].

Steganography developed rapidly because of too fast progress in communication and internet. Maintaining of such
development is necessary this will be helpful when proposed method and choose efficient method to embedd information
in good cover object.

2. STEGANOGRAPHY

The steganography can be defined as an steganography to hide secret data in reliable hosting media, in a manner that makes
the media which carry the secret is not detectible and unseen by the intruder or attacker . In the realm of digital technology,
both cryptography and steganography have the same objective of safeguarding confidential messages from unauthorized
access or interception. Both of these strategies proved to be beneficial whether they were used in a collaborative or
individual [12]. The mix between two techniques also give excellent output but should be in multiple layers all this to keep
high security[13].

Various data types are currently utilized in the field of steganography, including .jpeg, .bmp,. gif, .docx, .mp4, PPT, etc.
When contemplating the extent of steganography, one may appreciate the significance of contemporary steganography,
particularly in the context of the internet, for the sake of enhancing security and maximizing capacity. Due to strict rules
imposed by governments and their limitation with the cryptosystems strength that will make the weakness in the internet
community. This is the reason for using steganography [14].

In the steganography world, the message send is secure and no one can catch it even impossible extract it from hosted
media just by using the key.

2.1 Classification of Steganography

Four major kinds of steganography according to hosting media (that hold the secret message) used by steganography. The
famous and important one is the image which is used by proposed method as illustrated in (fig 2) Different algorithms used
based on file formats that hold the message [15].
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Fig. 2. Steganography classification
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The pixels always used to hold the information last bit position in the image steganography. Insertion in pixel some time
become sensitive because of changing pixels’ value and its behaviour like filters effect with resizing and squeezing. For
audio class embedding or hiding data is similar to process in image, but here we have to exploit the feature that recognized
by the human ear for embedding the data. The used sound is ranging from inaudible to louder. In addition, the
steganography designer exploits the weak position that human ear dose not detected. In protocol domain we use TCP/IP
(Transmission Control Protocol/ Internet Protocol) position to host the secret message in one place, this domain considers
untrusted till now. In video class embedding process look like image but with sequence of images which make frame of
video, embedding will be in the image of frame in additional to the space interval between frames. (Fig 3)shows the
classification of data security in detail which is derived from [16]. Different colours used in this classification.
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Fig. 3. Classification of steganography in spatial and frequency domains.
2.2 Steganography Structure

Wendy aims to establish a connection between the sender and receiver nodes, both positioned in the middle of the diagram
(2.2). She consistently makes efforts to comprehend the message or discern the data exchanged among these individuals.
Due to the inherent secrecy embedded within the communication process, characterized by the distribution of confidential
information between the sender and the recipient, the extraction of the data from this particular framework is only feasible
for the intended receiver [17]. The concept of a distributed secret can be seen as a potential method for obtaining the unique
variables of a program, which can be represented as a "key”. (Fig 4) shows the steganography structure in details.
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2.3 Cryptography vs. Steganography

The main purpose of both steganography and cryptography is preparing secret message transfer. Steganography does not
like cryptography; it's concealing the data of secret information of intruders, while steganography also hides secret data.
In cryptography the detector can use the same procedure to confuse the receiver in other parts, but in steganography the
intruder cannot use the finding message again and the carrier is destroyed along with the message. In cryptography the
message structure is designed to be meaningless to the attackers and the message can only be understood with the key by
decryption [18][19].

In the field of cryptography, it is a common practice for private data to be made publicly accessible, so inviting anyone to
engage in the pursuit of deciphering it, as seen in (Fig 5) In the field of steganography, the primary objective is to ensure
the imperceptibility of the concealed data. Within the field of cryptography, confidential communication is susceptible to
interception by unauthorized parties, but steganography aims to remain imperceptible to human perception.
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Fig. 5. The cryptography structure based on [20].
In cryptography system there is no need to hide the secret and the system is designed to encrypt the known secret. In
steganography, the important goal is to hide the secret so as to be undetectable. (Fig 6) shows the build of a steganography
system.
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Developing a steganography scheme as shown in (fig 6) is primarily concerned with the embedding method, and insert
secret data within an image without changing the image properties and the image itself.

2.4 Steganography Applications

Within the field of image steganography, several applications have been developed using their respective contributions.
These applications include areas such as feature labeling, copyright protection, and communication security [21][22]. The
process of embedding, whether in copyright or watermarking, occurs inside a designated region of the image, often
associated with intellectual property. Consequently, the utilization of an image without obtaining explicit authorization
from the creator is facilitated by the provision of evidence. Contemporary stamping techniques include intelligent
integration into images and other security measures, including labeling, captions, and descriptive components. Through the
process of duplicating or transferring a stego picture, the inherent qualities of the image remain intact across many
transformations. The steganographic key, whether implicit or explicit, retains the embedded information throughout the
process of copying [23]. This is because all the confidential data is included inside the steganography-based
communication, hence ensuring its preservation.

2.5 Steganography Approaches

In the literature, many methods have been introduced for embedding secret data in steganographic method [24]. For all
these proposed methods aims to find easy and better method for conceal hidden data within a specific image. The normal
techniques contents [25]:

1. Embedding in LSB location.

2. Covering and filter key.

3. Transferring media or channel.
In steganography system the simplest method for embedding secret data inside the image is LSB. The method of embedding
going through replacing secret data (bit) directly with LSB of the pixels of cover image to produce stego image. human
perception cannot differentiate when LSB modulation due to less changing in impact pixel values of minimize the
amplitude. Discuss in detail will be provided in LSB embedding technique due to proposed method relay on this technique.
The cover image or can be called hosting image uses 8-bits for Gray image or 24-bits for colour image for hiding secret
message. Significant place used to hold the message considered in this approach in cover image. Like watermark used
paper aims to hide the information in noise layer this procedure follows in steganography approach [26].
In frequency domain, embedding the secret message done by modulating of coefficients and named transform embedding.
JPEG compression always used Discreet Cosine Transform (DCT) with Wavelet Transform (WT) significant place used
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to hold the secret message in this method for cover image [27]. Because of using frequency technique of the image this
method considered more robust than other. In this regard the whole image transformation data used to achieve better
embedding.

2.6 Data Preparation

In terms of preparation, both cover images and secret messages need to prepare prior embedded process. The suitability of
the image for concealing covert signals lies in its ability to manipulate pixel prioritization via rearrangement. The process
of concealing secret data inside certain images requires particular manipulations.

2.6.1 Image Preparation

The original image in steganography called cover image used to host the secret information or can say an image before
embedding process. Preparing stage is the stage that fall in context of preparation and the cover image always handle in
this stage as followed in the literature [28][29]. According to the embedding method, the cover image should be
manipulated to be suitable for host the data, this process includes the normalizing, segmenting, or denoising. In the digital
world, the cover image normally consists of 8-bit planes.

In case of Image = {Xi, i € n} where n is considered as a set of bits located in cover image, and in image definition n
divided into 8 subsets like {ai, a, ..., ag} and in this case n= Ui:® & and ai N ai+1 = @.

Stego image is the cover image after embedding which means image contains the message. Embedding method normally
used LSB of the cover image. This bitplane is hosted the secret message and at LSB part. The LSB part is not visible for
human eyes.

2.6.2 Secret Bit Preparation

In the secret bit preparation, the Huffman coding algorithm is used as a compression algorithm before the embedding
process. The outcomes of the Huffman procedure consist of a variable and a table that includes symbol and corresponding
letters. The determination of character weights is achieved by the use of the probability associated with that particular
symbol [30]. The method in question can be characterized as follows:
o Input: The letters A={A1,A,,...,An} that are symbols of m size.

W={W1,W2,..,Wn} that represent the weight of each symbol like depth in the tree wi=weight of ai suchas 1 <i<n
e Output: codeword C(A,W)=(c1,Cz,..,cn) that are the rout code which refers to code word of each i.

The main reason is:
L(C)=Sum (Wi x length (c)) represent the code word length C when L(c) less than L(T)
Numerous research in previous research studies have utilized the Huffman coding technique within the domain of
steganography, specifically in relation to least significant bit (LSB) images. The primary objectives of using this approach
are to achieve a substantial secret capacity and to categorize the secret code into three distinct groups for the encoding
process [31]. The act of compressing the secret data prior to its embedding in a carrier medium serves to enhance both the
capacity and security of the steganographic process. Various techniques are utilized in this context throughout the creation
of steganography. The process of embedding lossy data in images while maintaining lossless quality. In [32], authors
utilized Huffman coding as a means to enhance the system's resilience against histogram and statistical assaults. The
utilization of a unique coefficient approach was employed to enhance the resilience, as seen in the schematic diagram
presented in (Fig 7).
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Fig. 7. Image steganography with Huffman algorithm [33].
Huffman coding was utilized to enhance capacity and PSNR results. The proposed methodology utilizes a Canny filter to
detect edges and smooth regions inside the image. Subsequently, the pixels within these identified areas are chosen for the



Hammad et al , Vol. (2024), 2024, pp 74-87

embedding procedure [34]. The technique of second block correction was implemented in order to enhance the
imperceptibility of the steganographic image.

In [36], authors demonstrated superior outcomes in the context of compressing. In the context of mobile healthcare, the
lost data is compressed utilizing the TCP/IP standard=]

Following this compression, the noisy data is eliminated and the compressed information is recovered for decoding,
ultimately resulting in the retrieval of the final information. The use of Huffman encoding is prevalent across several
disciplines, and the integration of steganography with encryption is a widely observed practice [35]. When constructing a
steganography method aimed at enhancing compression, the consideration of the probability or frequency of the symbol
code becomes crucial. This is performed in conjunction with the compression form JPEG to achieve greater effectiveness
[36]. The name "Huffman™ is often used as a synonym for the concept of payload capacity in steganography techniques.
Numerous approaches have been proposed in scholarly works to address this topic, as documented by [37][38]. The
Huffman method was utilized to compressed the data such a text by coding the characters’ code according to the ASCII
character code and sort the numbers. Then encoding by distributed as a tree and find the frequency for each character and
its path in this tree as shown in (fig 8).

Source symbols Frequency table

"abfabcaecedba"=——== (i,1) |(d.1)|(c.2) [(e,2) [ (b.3)]| (a.4) |
|

4
Huffman code Huffman tree
a| 1
0 1
e| [ 8 |
c| 100 P 0 0

°1 ERR s

L\
[ =2 ]

- | o | T

000

| ) o [ es

(a,9) |

Fig. 8. The Huffman method steps [39]
e  The study's conclusion suggests that the use of the Huffman codes technique in steganography methods may effectively
enhance the secret capacity by encoding the secret data prior to embedding. Simultaneously, the system is enhanced in
terms of resilience against histogram and statistic assaults.

2.7 Image Steganography Domains

The steganography method has been classified into two categories based on the hosting sites and image characteristics
[40][41].
1. Spatial domain
The hidden message is inserted or embedded using pixel intensity in this context. This particular category or
classification offers several benefits for concealment, such as enhancing capacity without any limitations and
minimizing complexity. Hence, the concealment of messages is imperceptible [42][43]. One drawback of this course
is its deficiency in providing instruction on statistical analysis methodologies.
2. Frequency Domain
In this regard given image will change or be transformed into a frequency class (domain) then embedding the secret
message will be in the coefficient's factors. In this scenario, the image offered will undergo a conversion or alteration
into a frequency domain. Subsequently, the secret data will be embedded inside the factors of the coefficients. The
use of the frequency domain has the advantage of enhanced resilience against statistical assaults. However, it is
accompanied by a notable drawback of limited capacity [44][45].
The use of spatial cases is prevalent among researchers due to its simplicity and enhanced efficiency. Different technique
related to spatial and frequency domains. Next subsection we discussed the most important techniques used in literature
review. [46][47].

2.7.1 LSB Method for Substitution

The use of LSB replacement in the watermark methods has been seen around 1994. The steganography method often
employs the use of replacement techniques, namely the least significant bit (LSB) approach, for the purpose of embedding
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hidden messages. In [43], authors introduced the use of LSB as a method for embedding messages inside the Optimal Pixels
Adjustment Process (OPAP). This methodology is used to enhance the visual fidelity of steganographic pictures that include
concealed information while minimizing the difficulty of computing. In [48], authors colleagues proposed a methodology
that utilizes the adaptive least significant bit (LSB) replacement steganography technology. The strategy involves the
division of images into two segments: non-sensitive and sensitive areas, which is achieved using texture analyses. In the
context of non-sensitive regions, a significant proportion of bits are allocated for the storage of confidential
communications, while the remaining bits are situated inside areas of concern.

2.7.2 Pixel Value Differencing (PVD)

This strategy yields an enhanced steganographic image, resulting in an increased payload capacity due to the utilization of
all pixels within the image [49]. The process of embedding in this manner occurred at the periphery of regions characterized
by smoothness, where pixels in close proximity exhibited a heightened intensity. The human retina is capable of seeing any
alterations in the smooth region of an image [50]. Consequently, this technique disregards the smooth zone and focuses on
embedding information mostly in the edge area. The edge zone is characterized by variations in pixel intensity and is
considered less receptive to changes.

The method of using edge detection has a resemblance to the Perceptual Video Quality Metric (PVVD) introduced by [46].
The use of the Canny filter for edge detection is seen as a means to determine the location of embedding. The use of this
technique resulted in an enhancement in the image's quality, namely in terms of imperceptibility. In [48], authors have
presented a steganography system based on the modifying of four pixels and their LSB. In this method, classifying of
smooth and edge area inside the image before the embedding process. The image is partitioning into 2 by 2 blocks and the
difference of intensity pixels includes of these blocks determine if this area belongs to smooth or edge one. Promising
results will not provide by this method and by discarding smoothing area. This method increased by 2 dB of PSNR this
actually not encouraging comparing with other existing methods. A method based on PVD system proposed by [50] that
used two continuous pixels’ intensity to make decision where the embedding occurs in certain block. High security and
capacity should achieve in this method theoretically, due to used non-overlapping pixels of different neighbour pixel
intensity. This meaning the system will check the pixel location in the image if located in edge position then embedding
will take action or else neglect this location and calculate other pixels. This decision will make actually by system designer.
Different embedding method suggested by [46] for hide secret message into gray cover image. Cover image is divided in
this method into blocks according to sensitive and non-sensitive pixels, and then intensity calculated for each block. High
imperceptibility achieved by this method.

2.7.3 Based Method of Histogram

This approach utilizes the pixel coordinates to encode concealed data, which is symbolized by a histogram formed via the
technique of histogram shifts. The histogram exhibits a correlation with the frequency distribution of pixels in the cover
picture. By constructing a histogram, it is possible to identify the pixels with the lowest frequency. This approach uses
raster scanning to distinguish between high and low frequencies. According to , the procedure for embedding in a histogram
occurs either at the high or low peak point. In this approach, a satisfactory peak signal-to-noise ratio (PSNR) of around 57
dB was attained while embedding a secret message consisting of 191,000 bits. Once the steganographic picture has been
embedded, it may be sent to the recipient. The process of extracting the hidden information from the image can then be
performed with relative ease since the image can be reconstructed without any discernible errors. In authors produced
an improved Peak Signal-to-Noise Ratio (PSNR) by using two-dimensional histograms for concealing and modifying the
secret data. One drawback associated with this particular approach is its inherent restriction in terms of capacity.

2.7.4 Color Palette Based (CPB) Method

The investigators in [49] utilized the correlation of color space for the goal of embedded. This approach involves the
insertion of a bit into each color pixel to create a color picture. The randomized function is responsible for generating
numerical values, which subsequently correspond to the pixels that store the concealed bits. The steganographic key is
responsible for storing the pixel numbers that will be used throughout the extraction procedure in a separate component,
namely the receiver. The process involves the selection of pixels by looking for the closest colors that remain unaffected
by the embedding procedure. The technique described in this study generates a robust degree of security due to its reliance
on a random method dependence [48]. The RGB pixel is represented by 24 bits, while an additional 3 bits are used to
encode the secret data using the cycle color technique. The use of a random method makes this approach more resilient
against statistical assaults in comparison to the sequential hiding process.

2.7.5 Steganography based on DFT

The Discrete Fourier Transform (DFT) is utilized to analyse the frequency elements that comprise the pixel intensity
results in the hosting picture.
F(x,y) interduce the hosting image with m x n image size and the the formula of DFT can be given by:
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f,v) = 2= S SR8 (e, y)e 2 Gt ®

The reconstruction of the original picture |s necessary after the embedded procedure, and this is achieved via the use of the
Inverse Discrete Fourier Transform (IDFT) technique, which is responsible for retrieving the pixel values from the
converted image. The DFT algorithm may be described as a series of straightforward procedures. To begin, the
hosing image (C) should be examined in order to access the secret data (S). Next, the Discrete Fourier Transform (DFT)
should be applied to the hosting image (C). Following this, the Real portion of the DFT coefficients should be separated.
Subsequently, the data-embedded bits should be included in the Realspace of the DFT. Finally, the Inverse DFT should be
performed to get the stego result image (C'), as seen in (Fig 9).

Read Cover image and Shows inverse DFT for Stego
Secret message image

3

Secret embedding to the DFT
Apply DFT to the image Real part

Propagate the Imaginary and ug
Real part of DFT coefficient

Fig. 9. The embedding strategy based on DEF.

To do extraction, one must reverse the process of embedded, starting from the lower levels and progressing upwards In,
authors introduced a novel embedding technique utilizing Discrete Fourier Transform (DFT). In their approach, a sliding
windows approach was used, where a 2 \times 2 block division was utilized. The Discrete Fourier Transform (DFT) was
used on individual blocks of the cover picture, taking into account the coefficient. The embedded process was then carried
out only inside the rear section of the DFT. The reported findings indicate an important enhancement in both security and
resilience. In authors proposed an alternative approach to the Discrete Fourier Transform (DFT) utilizing the Weight
Fractional Fourier Transform (WFRFT) as a substitute for the conventional DFT technique. The secret data was embedded
using two least significant bits (LSBs), specifically in the actual component. Fractional Fourier Transform (FRFT) method
was suggested by [33] and this method transferred cover image by FRFT via the order of 0=0.78 and $=0.25. By this
method the PSNR and security increased.

2.7.6 Steganography based on DCT

The use of the Two Dimensional (2D) - Discrete Cosine Transform (DCT) in steganography systems is a prevalent practice.
The DCT, which is employed in this context, can be precisely characterized as follows:

qu = a,a, Zn 1A rr(2m+1)p cos n(2n+1)q (2)
Such as A,,, represent the size of image m x nand B, , mtroduce a Coeffrcrent Transform(CT).

To do the reverse of 2D-DCT, which is a necessary step in the extraction procedure as described by:

_ m 1 n(2m+1)p n(2n+1)q
Apn = 20 Xnzb ap g B, 4 COS o COS— 3)

The first phase in the process is implementlng the 2D-DCT processes or steps. This entails dividing a cover image into sub-
image blocks of size 8 x 8, which are denoted as (Bi), where i represents the ith block. In the second step, the 2D Discrete
Cosine Transform (2D_DCT) is applied to each block or sub-image in order to determine the coefficients of the DCT. This
process results in the generation of one DC coefficient and 63 AC coefficients for every block. In the third step, the stego
result key is generated using the coordinates (ul,v1) and (u2,v2). In the fourth step, the user is instructed to interpret the
variable "mi" as a concealed binary digit inside the set of "ith" bits. In order to get the original sub-image or block, the
inverse discrete cosine transform (DCT) will be used in Step 5. In order to identify the stego picture, it is necessary to
iterate over all blocks and follow the aforementioned processes.

In the process of extracting the private data on the receiver side, it is necessary to follow the same stages as in the embedding
procedure, but in reverse order. Numerous academics have used and adapted the Discrete Cosine Transform (DCT) method
in order to ascertain the objectives of the steganography method.

In, authors proposed a novel approach that integrates DCT steganography with affine transformation. They observed
promising results, attributing the effectiveness to the inherent property of DCT steganography, which exhibits a lower loss
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invertibility. The diffusion of the Laplacian shape is utilized in the process of changing the integer discrete cosine transform
(DCT). This strategy is often regarded as being more resilient to statistical assaults compared to other approaches. The
approach proposed by [39] involves the use of Integer Wavelet Transform (IWT) in conjunction with Discrete Cosine
Transform (DCT) for steganography purposes. The embedding process involves two distinct steps: the Discrete Cosine
Transform (DCT) is used for the development of the private message, while the Inverse Wavelet Transform (IWT) is
utilized for the preparation of the picture. The whole embedding was performed using Munker's assignment technique in
this approach. In [24], authors introduced a novel steganography system that operates in the Discrete Cosine Transform
(DCT) domain specifically designed for color pictures. The suggested approach utilizes the DCT coefficients to conceal
images via modification. The first step involves encrypting the confidential message during the preparatory phase, followed
by embedding the encrypted private message within the DCT coefficients section. Utilization of the frequency coefficient
in this approach leads to an improvement in the peak signal-to-noise ratio (PSNR). In authors introduced a novel
steganography technique known as zero-steganography. This strategy utilizes a low pass filter combined with noise
reduction in JPEG compression pictures. Through evaluation against three different types of assaults, this method
demonstrates commendable imperceptibility and resilience.

2.8 Steganography Criteria

In [22], argue that the comprehensive examination of steganography techniques necessitates the implementation of a robust
and dependable evaluation and benchmarking tool. This tool enables the assessment of established methods across many
scenarios.

In authors identified a dearth of comparison instruments available for the assessment of reversible steganography
approaches. The authors of this article have formulated a number of suggestions based on their perspective on the
advancement of steganography. Firstly, to secure steganography approaches, several additional forms of steganography
techniques need the use of dependable evaluation instruments to facilitate the comparison between various methods.
Secondly, an analysis is conducted on the effectiveness of different digital steganography methods in terms of their
capacity, imperceptibility, and computational cost. Furthermore, the authors have emphasized the existence of a deficiency
in the measurement of the trade-off between payload, imperceptibility, and security.

Imperceptibility, payload capacity, and security in statistical un-detectability are the key criteria in designing for
steganography scheme [10]. The steganography criteria are discussed in detail in the next subsections.

2.8.1 Security

Numerous methodologies and methods have been created to assess the benchmarking of steganography. Nevertheless, the
primary focus of their development has been centered on evaluating the effectiveness of the steganography technique by
subjecting the steganography medium to various forms of assault. In [44], argues that there is a need for improved
steganography algorithms in order to effectively retrieve concealed messages after exposure to various possible assaults,
as shown in several benchmarking methodologies.

According to [9], the inclusion of security measures is a prominent and crucial aspect in the development of steganography
systems. The authors reached the conclusion that there exist many benchmark programs for assessing the security of
steganography, including Chi-square.

In the context of the protected embedded method, it is not possible to delete the embedded private message after it has been
reliably detected by targeted assaults, unless the attacker has complete knowledge of the embedded method, with the
exception of the secret key. Due to the similarity of techniques used in cryptography and steganography then attacks will
be almost the same. If hosting images or media known in public then detecting procedure will be easy by the unauthorized
person, using the sequence of image bits to check the relation among them. In this case, hackers will suspect the message
and can modify or destroy it if it is secured. In the steganography system, there are three important attacks Chi-square (X
2), Human Visual System (HVS) attack and Histogram analysis attack. These important attacks have discussed in detail in
chapter three.

2.8.2 Payload Capacity

The highest payload refers to the upper limit of the secret data size that may be concealed inside a hosting file, taking into
account a certain condition. The concept of imperceptibility entails that the highest payload denotes the upper threshold
of covert information that may be concealed inside voice, picture, or video files. If the limit is surpassed, noticeable
alterations would occur in the hosting file, leading to a breakdown of the steganography method. However, the observation
of such a transformation is contingent upon the possession of the initial media file by the perpetrator. The quantification of
the digital steganography payload is accomplished via the use of the data hiding rate (DHR), which denotes the proportion
between the highest possible payload and the size of the original hosting media [21].

In [35], authors assert that the threshold for high-capacity picture steganography should exceed 1.5%. Nevertheless,
categorizing any technique that exceeds 5% of the original hosting as a high rate may lead to the inclusion of several
unqualified methods being classified as high data rate methods. Moreover, augmenting the data concealed size would lead
to a decrease in the quality of the hosting file and the resilience of the method, perhaps resulting in a failure of the
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watermarking technique. Hence, it is essential for the comparison of the methodologies to include an assessment of the
data concealing size, the quality of the hosting file, and several other relevant parameters. The aforementioned
characteristics can be standardized into a consistent scoring system in order to facilitate comparability.

2.8.3 Imperceptibility

In recent times, there has been a growing interest in using steganography methods as a potential option for copyright
protection and content authentication. The primary objective of steganography is to enhance data security by concealing
data inside a different medium. Both methodologies used identical procedures, although with distinct objectives. Therefore,
it is feasible to retrieve the encoded message at any given moment, irrespective of any modifications made to the text as a
result of the assaults.

Researchers have shown significant interest in information-concealing strategies, which serve the purpose of covertly
transmitting data and establishing concealed connections between the message and its recipient. In authors assert that the
use of data concealment techniques is mostly seen in the context of photos, audio, protocols, etc. Currently, a universally
accepted instrument or methodology for evaluating the efficacy of data masking techniques is lacking. Therefore, the Peak
Signal-to-Noise Ratio (PSNR) , Mean Square Error (MSE) [43], and Structural Similarity Index Metric (SSIM) were used
by researchers.

The common major issue in the steganography method is imperceptibility which is measured via Peak Signal to Noise
Ratio (PSNR) based on changing the value of Mean Square Error (MSE) in which of inverse proportion with PSNR. The
payload capacity is a trade-off with imperceptibility. Therefore, when authors need to control PSNR have to manipulate
MSE and make it less as possible to get high PSNR. The MSE is related to payload capacity, so increase the secret message
will reflect on MSE (MSE will increase) and this makes PSNR less when comparing the original image with stego image.
High PSNR means better quality of image then better steganography. So, the new steganography scheme is required to
solve this problem with suitable impact value instead of the previous impact value that have used with all researchers, for
the distribution of embedding in order to increase security and improving imperceptibility [19].

Quality Metrics

‘ ! ! '

PSNR Histogram MSE SSIM

Fig. 10. Imperceptibility evaluation in steganography

However, it is important to note that there are other goals that must be met by any steganography or digital watermarking
methods. These goals include payload capacity, security, and imperceptibility. (fig 10) shows three quality evaluation
metrics (imperceptibility evaluation). More explanation about these measurements will be provide in the next chapter three.
In [35], authors have proposed two new image steganography methods that are based on fuzzy logic. In this work, similarity
is proposed to select the non- sequential least significant bits (LSB) of image pixels. In this study, the EEG and MR images
of 22 epilepsy patients were tested by the proposed steganography methods. The Structural Similarity Measure is used and
the value 0.999712 is obtained from SSIM. In [27], authors have used Structural Similarity Index Measure (SSIM) to
evaluate the stego images produced in this method. different evaluation parameters have been used in this method.
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