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ARTICLEINFO ABSTRACT

Atticle History The rapidly growing Internet of Things (IoT) devices pose significant security challenges due to their
Received 1 Nov 2022 decentralized nature, limited computing power and reliance on centralized security models Traditional
Revised: 22 Dec 2022 loT security systems often face issues such as single point of failure, limited scalability and
pocepte 28 e 2 vulnerability to distributed denial of service (DDoS) attacks They also require feasible security

solutions. Blockchain technology has emerged as a potential solution due to its decentralized,
Keywords immutable and transparent nature, providing advanced security for IoT environments. This study
Blockchain, proposes a blockchain-based security strategy aimed at mitigating security risks in 10T networks. The
oT Security, _ system uses smart contracts to perform basic functions such as device authentication, data integrity
ngi‘téf:ftf:mssecu”w' verification, and access control. The main goal of the research is to develop 10T security solutions that
Device Authentication. increase device reliability speeds, reduce power consumption, reduce connection latency, and

maximize network availability. The results of the survey show significant improvements over existing
10T security measures. The blockchain-based system achieves device authentication time of 0.1 to 2

seconds, 95% detection rate for unauthorized access, and supports 1000 devices, double the capacity
of traditional models Also, the system reduces energy consumption 0.5-2 joules per transaction and
transaction latency to 1-5 seconds, making it suitable for real-time 10T applications.

1. INTRODUCTION

The rapidly expanding Internet of Things (1oT) has revolutionized industry, transforming everyday objects into connected
devices that store, share and process from smart home appliances and enabled technologies control to industrial sensors
and health monitoring systems to flexible 10T devices, automation, and applications have increased exponentially but the
widespread use of 10T devices also presents significant security challenges [1]. These devices are often deficient in
computing power, memory and power, making them particularly vulnerable to a wide range of cyberattacks such as
distributed denial of service (DDoS) attacks, unauthorized access, data breaches and changes in the [2]. Traditional nature-
focused security models have proven inadequate in addressing the unique security needs of 10T networks. Centralized
systems typically rely on a single control point to authenticate devices, monitor data flow, and perform secure
communications [3]. However, this approach comes with significant vulnerabilities, such as single points of failure,
minimal indestructibility, high levels of attacks targeting the centralized authority and centralized 10T security solutions is
also made more difficult to scale up as the number of devices increases dramatically, further increasing the risk of damage
[4]. With its decentralized, transparent, and immutable structure, blockchain technology offers a promising solution to
enhance the security of loT networks [5]. Originally developed for secure financial transactions in cryptocurrencies,
blockchain has become a versatile technology, used in a variety of areas including supply chain, health care, and now
cybersecurity leveraging blockchain enables 10T networks to evolve from centralized to decentralized security models -
Connectivity is enabled This decentralization reduces the risk of a single failure and increases the scalability of the system
by connecting more devices [6]. At the heart of blockchain’s applicability to IoT security is the ability to use “smart
contracts” [7]. These self-managed contracts enable features such as device authentication, data integrity verification, and
secure communications, eliminating the need for manual intervention What it costs about “consensus mechanisms” such
as proof of work (PoW) and proof of receipt ( PoS) network connections enable verification and verification of data
recorded on the blockchain true, immutable, and immutable once and unwritten. These features are essential for maintaining
the integrity and reliability of communication between IoT devices [8][9].
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This paper proposes a security framework for 10T networks, based on blockchain technology. The strategy focuses on
enhancing device integrity, data integrity and network security through smart contracts and consensus algorithms [10]. The
overall goal is to mitigate the vulnerabilities associated with traditional 10T security models, and address the unique
challenges posed by loT environments, such as resource limitations, scalability, and increased cyber-attacks no Use also
explores its applications in terms of security, scalability, and efficiency [11]. The importance of this research is the potential
that blockchain technology can provide robust and scalable solutions to protect the 10T ecosystem by addressing the
limitations of centralized security systems, the proposed framework paves the way for secure, robust, and reliable loT
networks, making it possible to the potential of 10T will be fully realized as it reduces the risks associated with its rapid
adoption [12]. It identifies security challenges faced by the network. At the sensory level, 10T devices such as cars, routers
and sensors are vulnerable to various cyberattacks due to the presence of communication infrastructure Application level
including smart homes, smart cities and smart healthcare systems also face similar threats when attackers target systems
that manage critical infrastructure [13]. The diagram shows how “blockchain technology” can mitigate these security
challenges. Blockchain provides “data integrity”, “traceability”, and “decentralization”, ensuring that data flows between
loT networks are secure and reliable Trust is the decentralization Blockchain enhances security and integrity in 10T systems
at the sensing and application level [14].
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Fig. 1. shows the Blockchain's Role in Addressing 10T Security Issues in Perception and Application Layers
Table I shows the current methods used for addressing 10T security challenges in both the perception and application

TABLE I. CURRENT METHODS FOR ADDRESSING IOT SECURITY CHALLENGES IN PERCEPTION AND APPLICATION LAYERS

Layer

Current Methods

Description

Perception
Layer

Standard Communication Protocols
(e.g., MQTT, CoAP)

Commonly used protocols for 10T device communication, which are vulnerable to
attacks like man-in-the-middle, spoofing, and denial of service.

Device Authentication and
Encryption

Basic security mechanisms involving password protection, encryption of data in transit,
and authentication of devices to prevent unauthorized access.

Firmware Updates

Regular updates to device firmware to fix known vulnerabilities and enhance security
features, though often ineffective due to delayed adoption or neglect.

Application
Layer

Centralized Security Solutions (e.g.,
Firewalls, VPNs)

Traditional methods for securing smart homes, smart cities, and smart healthcare
systems, but they present single points of failure and scalability issues.

Access Control and Authorization

Methods for controlling access to 10T applications, ensuring only authorized users or
devices can interact with the system, though prone to privilege misuse.

Data Encryption and Secure Storage

Encryption of data stored or transmitted between devices and applications, helping to
prevent data breaches and unauthorized access.

2. RELATED WORK

The integration of blockchain technology in 10T security has received a great deal of attention, offering potential solutions
to the challenges posed by centralized 10T architectures, traditional security mechanisms such as firewalls, VPNs, and
encryption are widely used, however it is often unable to meet the increasing complexity and scale of today’s IoT
environments [15]. Because, the centralized systems that manage these devices are particularly vulnerable to attacks, often
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failing in single locations with the rapid increase in the number of 10T devices, scalability has become an important issue,
and centralized systems are not enough to maintain the security and integrity of large networks are [16]. Blockchain
technology provides a secure protocol, who have determined and determined that the primary legacy of the blocks is the
primary legacy of the block-as the unique security of the network. blockchain-based solutions Provides secure data
management, device reliability, and protection from unauthorized access, all of which are important in protecting loT
devices and their networks [17]. These solutions offer blockchain attributes with peers meet is used to provide reliability
across the network, mitigating the risks associated with centralized systems The object is the use of smart contracts, which
allows security policy rules that govern communication a lies between IoT devices automatically [18]. These smart
contracts are able to handle tasks such as device authentication, data integrity verification, and secure communication
without the need for manual intervention or reliance on a third party trusting it by automating these processes, smart
contracts enhance the security and reliability of 10T networks, providing more sensitive defenses against attacks around
[19]. Smart contracts are particularly useful in areas such as smart homes, smart cities and health systems, where sensitive
data management is critical [20].

Despite the benefits of blockchain technology, many challenges remain, especially in terms of scalability, energy
consumption and latency [21]. 10T environments typically involve large amounts of data and require real-time transactions,
which can be difficult to implement using traditional blockchain protocols [22]. Furthermore, the conventional methods
used in blockchains, such as proof of work, are computationally intensive and energy consuming, making them unsuitable
for low-power 10T devices More energy efficient consensus algorithms, e.g proof of stake or Byzantine fault tolerance,
effort and is in progress to develop[23], but these solutions are still in the early stages of adoption for various 10T
applications Hybrid approaches have emerged to overcome the limitations of traditional over the central architecture and
computational requirements of blockchain [24]. This architecture combines blockchain with cloud computing or other
technologies to offload heavy computing, enabling 10T devices to connect to secure networks without being overwhelmed
by workload requirements [25]. The goal of this hybrid solution is to security trade-offs of blockchain with the practical
needs of 10T networks, and to secure larger scalable and efficient 10T communities Feedback Case 2 outlines approaches
to 10T security, the problems and limitations and application areas:

TABLE Il. CURRENT IOT SECURITY METHODS: PROBLEMS, LIMITATIONS, AND APPLICATION AREAS

Current Method

Problems and Limitations

Application Area

Encryption

key management, especially in resource-constrained devices.

Standard Communication | Vulnerable to attacks such as man-in-the-middle, spoofing, and | Perception layer: loT devices (e.g.,
Protocols denial of service due to lack of built-in security. Sensors, routers)
Device Authentication and | Limited by weak encryption methods, shared secrets, and inadequate | Perception and application layers: loT

networks, smart devices

Firmware Updates

Delays in updates, lack of regular patching, or negligence by users
leave devices vulnerable to known attacks.

Perception layer: 10T devices (e.g.,
routers, cameras)

Centralized Security Solutions
(Firewalls, VPNs)

Create single points of failure and scalability issues, making large loT
networks more susceptible to attacks on the central authority.

Application layer: Smart homes, smart
cities, smart healthcare

Access Control and

Authorization

Prone to privilege misuse and attacks on centralized access control
systems; may fail to account for dynamic network changes.

Application layer: Smart homes, smart
healthcare

Data Encryption and Secure
Storage

Encryption increases computational demands; securing
amounts of data in distributed systems remains challenging.

large

Perception and application layers: Data
management in loT ecosystems

3. METHODOLOGY

The methodology of this research focuses on developing a decentralized approach to enhance the security of 10T devices
through blockchain technology. The process begins with a blockchain-based security system that creates connections
between loT devices through a decentralized ledger and eliminates the need for centralized authority. enabling critical
security measures such as device authentication, data integrity verification and access control. This agreement is automated
and ensures that only authorized devices communicate within the network and maintain an immutable record of their
communication Choosing the appropriate approval method is essential larger to provide a balance of security and
computational efficiency in 10T networks. The study explores lightweight methods such as Proof of Stake (PoS), Byzantine
Fault Tolerance (BFT), and Delegated Proof of Stake (DPoS), ultimately selecting the one that provides the best
performance for 10T scenarios of objects many users do not use Following system design, the the system is used in two
ways : First, in a simulated test environment to identify and solve a problem, and second, in in a real-world loT environment,
such as a smart home, healthcare system, or smart city system. Performance evaluation is done using key parameters such
as security, scalability, energy efficiency and latency. These metrics measure how well the system works to protect against
threats such as unauthorized access, data leaks and ensure blockchain-based security systems in real-world systems can
handle a growing number of 10T devices is handled without excessive computation or energy demands It also includes
using case studies to demonstrate practical applications, such as securing 10T devices in smart homes, critical issues
securing it in healthcare facilities, and ensuring reliable connectivity in smart cities . Through this comprehensive
framework, the study aims to demonstrate the effectiveness of blockchain technology in addressing key security challenges
in 10T networks.
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Table 111 provides an overview of the key parameters measured in the study, focusing on the performance of blockchain-
based 10T security systems. It requires aspects such as scalability, energy consumption, transaction speed and security. The
system supports 1000 10T devices, which means it’s scalable. It uses approved lightweight mechanisms such as Proof of
Stake (PoS) and Byzantine Fault Tolerance (BFT), to ensure efficient energy management, with energy consumption
ranging from 0.5 to 2 Joules per transaction Transaction latency measured from 1 to 5 seconds, while Tu data throughput
reaches up to 500 transactions per second, enabling the system to handle high 10T traffic volumes Furthermore, the system
receives 95% visibility for any unauthorized users, and provides robust security for 10T environments such as smart homes

and cities.

TABLE Ill. KEY PERFORMANCE PARAMETERS OF BLOCKCHAIN-BASED 10T SECURITY FRAMEWORK

Parameter

Unit Measure

Value/Range

Description

Second (TPS)

Number of 10T Devices | Count Variable (100-1000 devices tested) | The number of loT devices involved in the network for
testing scalability and security.

Blockchain Platform - Ethereum, Hyperledger, or Custom | The blockchain platform used to implement the
decentralized security framework.

Consensus Mechanism | - Proof of Stake (PoS), Byzantine | Lightweight mechanisms evaluated for their energy

Fault Tolerance (BFT) efficiency and computational demands.

Smart Contract | Seconds 0.1 - 2 seconds Time taken for smart contracts to authenticate devices

Execution Time and verify data integrity.

Energy Consumption Joules (J) 0.5 - 2 J per transaction Energy consumed by loT devices during consensus and
data validation processes.

Transaction Latency Seconds 1 -5 seconds The time delay between initiating and validating a
transaction on the blockchain.

Data Throughput Transactions per | 100 - 500 TPS The number of transactions the blockchain network can

process per second.

Security Metrics

95% detection rate of unauthorized
access

The percentage of successful detection of unauthorized
devices and data tampering attempts.

Network Scalability

Number of Devices

Supports up to 1000 devices

The system’s ability to maintain performance as the

number of connected loT devices increases.

The pseudocode illustrates the process of implementing blockchain-based security protocols for 10T networks. It starts with
the introduction of blockchain networks and the use of smart contracts for key security applications such as device
authentication and data integrity. Every 10T device goes through a registration process where cryptographic credentials are
used for authentication. While communicating, devices securely exchange data by signing and verifying messages. All
transactions, including data exchanges and access requests, are validated by consensus and recorded on the blockchain.
The system continuously monitors performance metrics (e.g., power consumption, latency) and critical scale time.
Unauthorized access attempts or anomalies are recorded and flagged for analysis.

BEGIN

# Step 1: Initialize 10T Blockchain Network
Initialize blockchain network with selected consensus mechanism (PoS, BFT).
Deploy smart contracts for device authentication, data integrity, and access control.

# Step 2: Register 10T Devices
FOR each loT device in the network:
Generate unique cryptographic credentials.
Device sends authentication request to the blockchain.
Smart contract verifies device credentials.
IF credentials are valid:
Register device in the blockchain network.
ELSE:
Reject device and log unauthorized access attempt.

# Step 3: Secure Communication Between Devices
FOR each data transmission between 0T devices:
Sender device signs data with its private key.
Data is sent to the receiver along with the signature.
Receiver verifies the signature using the sender’s public key.
IF signature is valid:
Forward data for processing.
ELSE:
Reject the data and log integrity issue.
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# Step 4: Data Logging on Blockchain
FOR each transaction (data exchange, authentication, etc.):
Transaction is broadcast to blockchain nodes.
Consensus mechanism verifies the transaction.
IF transaction is valid:
Record transaction in the blockchain ledger.
ELSE:
Reject the transaction and log it.

# Step 5: Access Control Management
FOR each 10T device requesting access to a resource:
Smart contract checks the device’s access permissions.
IF device has appropriate permissions:
Grant access to the resource.
ELSE:
Deny access and log the attempt.

# Step 6: Monitor System Performance
Measure system metrics: energy consumption, transaction latency, and throughput.
IF network load increases (e.g., more 0T devices or transactions):
Scale blockchain nodes to handle increased transactions.
Adjust consensus algorithm if needed for better performance.

# Step 7: Handle Unauthorized Access or Anomalies

FOR each unauthorized access attempt or security anomaly:
Log the event in the blockchain.
Alert security administrator for further investigation.

END

4. RESULT

Table 1111 shows the performance results of the blockchain-based 10T security system. This includes metrics such as
authentication time, energy consumption, transaction latency, and throughput, as well as the scalability and detection rate
of the system for unauthorized access Every parameter is measured to ensure the system is securely efficient in the 10T

network.
TABLE I11l. PERFORMANCE RESULTS OF BLOCKCHAIN-BASED IOT SECURITY FRAMEWORK WITH MEASURED PARAMETERS

Result Parameter Unit Measure Observed Value Description

Device Authentication | Seconds 0.1 - 2 seconds Time taken for smart contracts to authenticate 10T devices in the

Time network.

Energy Consumption Joules (J) 05 - 2 J per | Energy used by loT devices during transaction validation and
transaction consensus mechanism operation.

Transaction Latency Seconds 1 - 5 seconds Time delay between initiating and completing a transaction on the

blockchain.
Transaction Throughput Transactions per | 100 - 500 TPS The number of transactions the blockchain network can process per
Second (TPS) second.

Unauthorized Access | Percentage (%) 95% The system’s ability to detect unauthorized access attempts or

Detection Rate anomalies in 10T devices.

Network Scalability Number of Devices Up to 1000 | The maximum number of IoT devices the system can securely
devices manage without performance degradation.

Data Integrity Verification | Seconds 0.1 - 2 seconds Time taken by the system to verify the integrity of data exchanged

Time between IoT devices.

This table presents a comparison between the results of the current blockchain-based 10T security approach and the results
of existing research. The current methodology shows significant improvements in key business considerations. The “device
authentication time” is reduced to 0.1-2 seconds, resulting in faster recognition compared to 2-5 seconds reported in
existing studies. The “energy consumption” is also lower in the proposed system, 0.5-2 joules per transaction, making it
more efficient for [oT devices with lower resources “Transaction latency” is reduced to 515 seconds in other cases, making
communication faster. In addition, the “workload” is much higher (100-500 TPS), making the system more suitable for
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handling large amounts of 10T data. “unauthorized access detection rate” is also gaining momentum, with a 95% success
rate of 85-90% in other studies. Finally, the present system exhibits excellent “network scalability”, supporting 1000
devices, which is twice the capacity of some existing systems This improvement gives the proposed approach a a blockchain

system so is more suitable for real-time, large-scale 10T environments, secure security and so.
TABLE V. COMPARISON OF CURRENT BLOCKCHAIN-BASED 10T SECURITY METHODOLOGY AND EXISTING STUDIES

Parameter Current Existing Studies Comparison
Methodology
Device Authentication | 0.1 - 2 seconds 2 - 5 seconds The current methodology reduces authentication time, improving
Time efficiency in real-time applications.
Energy Consumption 0.5-2J per 2-10J per The current methodology is more energy-efficient, particularly
transaction transaction important for resource-constrained 10T devices.
Transaction Latency 1 -5 seconds 5 - 15 seconds The proposed system reduces transaction latency, enabling faster
communication between loT devices.
Transaction Throughput 100 - 500 TPS 50 - 200 TPS The current framework demonstrates higher throughput, making it
more suitable for high-volume loT networks.
Unauthorized Access | 95% 85% - 90% The detection rate of the current methodology is higher, improving the
Detection Rate identification of unauthorized access attempts.
Network Scalability Supports up to 1000 Supports up to 500 | The current framework handles more loT devices, offering better
devices devices scalability for large-scale 10T environments.
Data Integrity | 0.1 -2 seconds 2 - 6 seconds Faster data integrity checks in the current methodology enhance real-
Verification Time time processing and communication security.

5. CONCLUSION

This study shows that blockchain technology can significantly improve loT network security by addressing the limitations
of traditional, centralized security models Proposed decentralized framework combines blockchain and loT devices,
providing using smart contracts device authentication, data integrity verification, and accessibility Results Authentication
speed, energy efficiency, transaction latency, scalable That f etc. shows significant improvements in key areas, making the
system well suited for larger 10T environments. Leveraging lightweight consensus mechanisms, the system is able to
maintain low energy consumption while processing high volume transactions in real-time Furthermore, this study
highlights robust solutions in complex loT ecosystems Pave the way for secure, efficient and scalable 10T communications
using blockchain technology.
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