PENINSULA SHIFRA
PUBLISHING LLC Vol. (2025), 2025, pp. 126-136

ISSN: 3078-3186

Research Article
An Intelligent Intrusion Detection Framework Using Deep Learning and
Unsupervised Feature Selection for Industry 4.0

*

Vugar Abdullayev 1255 Nazila Ragimova1 e

1 Department of Computer Engineering, Azerbaijan State Oil and Industry University, Baku, Azerbaijan
2 Department of Information Technology and Systems, Azerbaijan University of Architecture and Construction, Azerbaijan
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Article History Manufacturing has been revolutionized by the integration of advanced technologies such as the Internet
Received 10 Apr 2025 of Things, cyber-physical systems, and cloud computing, but it is also exposed to a variety of cyber-
Revised: 2 Jun 2025 attacks because of these technologies. A system for detecting unsupervised intrusions is proposed as an
Accepted 1Jul 2025 answer to these growing security challenges, which we call the Unsupervised Intrusion Detection System
Published 15 Jul 2025 for Industry 4.0. Using the isolation forest method, the framework identifies anomalous network traffic
Keywords anomalies through random forest-based feature selection. Based on deep learning and unsupervised
Industry 4.0, anomaly detection, the proposed system is more accurate, computationally efficient, and reduces false
Intrusion Detection positives than traditional intrusion detection systems. With the proposed model, interconnected industrial
System (IDS), systems will be protected from evolving cyber threats, demonstrating enhanced security for Industry 4.0
systems.

Unsupervised Learning,
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1. INTRODUCTION

Cloud computing and cyber-physical systems are bringing unprecedented efficiency and innovation to global industries as
the industry 4.0 revolution continues to reshape global industries. As a result of this technological transformation, however,
there are also new vulnerabilities, particularly in the form of cyber threats targeting interconnected industrial systems. The
protection of these infrastructures against potential attacks relies heavily on intrusion detection systems (IDS)[1]. A solution
to this challenge can be found in intelligent intrusion detection frameworks that use deep learning and unsupervised feature
selection techniques to identify intrusions. A powerful neural network is employed in conjunction with intelligent feature
selection to enhance the accuracy and reliability of anomaly detection. A framework of this type is developed and
implemented, demonstrating its potential to protect Industry 4.0 systems from cyber threats that are constantly evolving.
Manufacturing 4.0 is about making factories more flexible, customizable, efficient, affordable, safer, and more responsible.
Digitalization and connectivity are at the core of the fourth industrial revolution, which is bringing about a paradigm shift
in many fields. An autonomous network connected in real-time that interacts with each other [2], [3]. A data-driven
approach can help Industry 4.0 systems operate more efficiently and make better decisions. The generation and secure
accumulation of personal information are also important issues in the privacy and transparency arenas [4].

The machines in these systems heavily utilize cyber-physical systems (CPS) and the Internet of Things (1oT), making them
more vulnerable to cyber-attacks[5]. A highly volatile network environment, despite highly efficient and secure
manufacturing machinery, still leaves organizations highly susceptible to intrusions and privacy breaches. An example of
an intrusion would be a denial-of-service attack, unauthorized access, identity theft, a buffer overflow, and others. As a
result, the line between authentication levels is blurred since attacks could come from any component of the overall system
[6]. Integrating 14.0 into legacy systems can also compromise their security by exposing sensitive information. There is a
reason for this since several complex technologies have been integrated. The more access consumers and users have to
business and control systems, the more challenging security becomes in a smart industry [7], [8]. Predictions are more
accurate, and low overfitting is associated with them. Compute costs are reduced, and additional analytics are supported
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by RF-selected relevant features. Compute costs are reduced, and additional analytics are supported by RF-selected relevant
features. An unsupervised anomaly detection approach, also referred to as intrusion detection (ID), is applied to the dataset
after the optimal features have been extracted. A method of detecting intrusions may be classified as either supervised,
unsupervised, or semi-supervised. No label information is included in the collected data in an application context.
Additionally, most ID models are incapable of detecting undefined attacks and must be trained periodically. This section
provides a detailed explanation of the proposed unsupervised intrusion detection system for Industry 4.0. Using feature
optimization, it detects intrusions in a generalized manner. A training algorithm exploits optimal features in the data and
trains the IF to detect anomalies in the selected features. An efficient approach is proposed for handling unbalanced datasets
through data sampling. Aside from that, it utilizes data features that are optimized to detect intrusions.

2. RELATED WORK

Cyber security challenges arising from Industry 4.0's rapid advancements have posed significant challenges in securing
interconnected systems. These challenges have prompted researchers to develop intelligent intrusion detection systems
(IDS). To detect various attacks, hybrid deep learning algorithms are employed, including autoencoders, long-short-term
memory networks (LSTMs), and convolutional neural networks (CNNs) for robust feature extraction and classification [9],
[10]. Additionally, feature learning techniques have been used to reduce computational costs and dimensionality, resulting
in high accuracy in identifying attacks from datasets like CICIDS-2018. Furthermore, frameworks leveraging swarm-based
deep learning classifiers have also demonstrated effectiveness in multi-cloud 10T environments by employing innovative
methods such as opposition-based learning for feature selection and 2D-array-based CNNs for classification. IDS
effectiveness and efficiency can be enhanced in complex industrial settings by combining deep learning with feature
selection techniques [11]. It detects anomalies, routes traffic, and recognizes suspicious activities [12], ensuring security
and recognizing anomalous behaviour as it captures and decodes packets. Because it can track both visible and invisible
threats (zero-day threats), it uses standard data to create patterns. It treats any deviation from them as an intrusion [13] for
testing and verifying the system [14] utilized Modbus/TCP message networking streams to optimize One-Class Support
Vector Machine (OCSVM) performance through Particle Swarm Optimization (PSO). According to [13], network traces
from offline SCADA data were used to develop this IDS/ADS. In order to construct an IDS, the authors used K-NN
classifiers based on Modbus/TCP protocol settings [15]. However, they were designed for configurations with strong FPR,
so they don't work well in all situations. According to [16], multiple attacks can be effectively identified using a broad
range of OCSVM frameworks for enhanced intrusion detection systems (IDS). However, this computer was very
computationally intensive when operating, with a high false-warning rate. The Authors in [17] proposed a Modbus/TCP
protocol-infiltrated assault detection system based on SCADA mechanisms and an SVM algorithm[18].

The learning firewall in [19] writes conservative preventive rules based on tagged samples to prevent false positives. As
opposed to traditional classifiers, which only consider accuracy to be the primary decision criterion, our family of classifiers
focuses on zero false positives as the primary decision criterion. To achieve this goal, the authors propose a generic iterative
technique based on naive modifications to current classifiers, such as SVM. CART is used to create a firewall for a power
grid monitoring system using the proposed classifier. A test of the technique was carried out on the KDD CUP'99 dataset
to see how well it worked. We are able to demonstrate the effectiveness of our strategy based on the outcomes. Researchers
have investigated IDSs that use subsurface networks to detect irregularities on a host or a network [20]. There are one or
two hidden layers in an ANN with a shallow network, whereas there are several hidden layers in an ANN with a deep
network, resulting in different hidden state architectures. Academics and industrial researchers use machine-learning
techniques such as deep learning because they teach detailed computational mechanisms that mimic human behaviour[18],
[21]. IDS architectures face a significant challenge when analyzing the subsequent large amounts of data generated by the
rapid conversion of system signals into massive datasets [22]. Detecting DoS attacks is based on rule-based approaches
proposed in [23] using domain expert knowledge. DoS attacks were identified using a rule-based classification algorithm,
which was then verified by a domain expert based on the rules from the rule base. Spatial removal, also known as feature
selection, can be used to convert databases from an elevated spatial domain to a lesser spatial domain that is more
representative of the problem domain. The introduction of feature collection allows for the elimination of unconnected
variables without lowering the value of data for the detection model. Most datasets contain several attributes, but there are
few examples, according to [24], where feature selection is needed or used. It has been shown by [25] that adversaries can
exploit the specific characteristics of devices, infrastructure, communications, and services using an attack taxonomy that
takes into account each layer.

Furthermore, nine real-world cybersecurity incidents related to 10T devices used in commercial, industrial, and consumer
sectors illustrate vulnerabilities, exploitation techniques, attacks, impacts, and mitigation strategies. This taxonomy
provides a systematic method for categorizing attacks according to the layer impacted and their impact. At the same time,
the presented examples highlight the fundamental security vulnerabilities of 10T systems and their potential attack
implications. Using smart rule-based identification schemes, the authors are detecting Denial of Service (DoS) attacks on
cloud servers [22]. Using scoring and rating algorithms, the best features of a cloud service and assault identities were
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selected. The selected features were grouped based on quality expertise to find assaults. Their proposed model provides
greater protection and lower false alarm rates. Because of the complexity of attacks, confusion risks were not addressed.

3. PROPOSED METHODOLOGY

The paper presents a system for detecting IoT intrusions using denoising autoencoders (DAES). Rather than relying on
rule-based or signature-based approaches to detect anomalies in 10T network data, our methodology utilizes unsupervised
learning with DAEs. Its sophisticated feature engineering approach makes our solution uniquely suited for 10T contexts,
improving the model's ability to adjust to network conditions. The dataset's resilience is enhanced by dividing it into equal
training and testing sets, reducing bias and ensuring generalizability. For deep learning models to be efficiently trained, the
data preparation methods must be rigorously validated to ensure reliability and precision. A systematic approach to loT
security based on DAEs establishes a standard for comprehensive, data-driven approaches to intrusion detection. In this
study, a well-structured and flexible framework for tackling the intricacies of 10T network security is provided with deep
learning.

3.1 Pre-Processing

Detecting intrusions in 10T systems using denoising autoencoders (DAE) is a crucial area of cybersecurity research in light
of the constantly changing threats in networked environments. Several key characteristics distinguish this methodology
from previous approaches, including the use of state-of-the-art pre-processing methods with creative DAE applications.
Data preparation is at the core of our methodology, ensuring that the dataset is optimized for subsequent machine learning
operations. The dataset is standardized by using the scikit-learn StandardScaler function. To ensure that machine learning
algorithms perform well, feature scales must be uniform. The purpose of this step is to reduce the biases associated with
different scales, as well as enhance the model's interpretability and generalizability across a range of 10T datasets. The key
component of our methodology is how we systematically encode category labels using Label Encoder, which makes it
easier to incorporate categorical data into the model. Our algorithm becomes better at identifying trends and abnormalities
linked to incursion behaviours when categorical data is converted into numerical representations. A pre-processing
approach is essential to simplifying data preparation, enabling more effective modelling and analysis without sacrificing
the accuracy of data from 0T devices.

DAEs are used in our approach to detect intrusions, which is different from conventional approaches that frequently employ
supervised learning [26], [27]. The development of resilient representations enables the identification of underlying patterns
in noisy inputs using neural networks called DAEs. The DAE can detect deviations indicative of malicious activity in 10T
networks by being trained to minimize reconstruction errors. Additionally, this unsupervised learning technique can detect
new threats without requiring large labelled datasets, which are often costly and difficult to acquire in 10T settings.

3.2 Model Architecture

Using denoising autoencoders, this study proposes a new method for detecting intrusions in 10T systems. As opposed to
traditional approaches that merely identify anomalies or use simple models, the DAE architecture in this project is
specifically designed for the unique properties of loT data streams. Using the DAE's learning capability, the technique
identifies potential intrusions and typical behaviours. Data from Internet of Things networks is often noisy and originates
from a variety of unreliable sources, which reduces their complexity. To implement this methodology, it is essential to have
a strategic network design for encoders and decoders. Conventional autoencoders are capable of noise reduction and
compression, but this adaptation focuses on decoding to reconstruct data unique to the Internet of Things precisely.
Encoders use dense layers with ReLU activations, and decoders use sigmoid activations to add dimensions [28]. Therefore,
the model can minimize reconstruction errors while capturing intricate 10T patterns. A structured approach increases the
accuracy of anomaly detection and improves feature extraction for subsequent classification tasks based on the encoder's
learned representations. Adding a derived encoder model for categorization to the DAE expands its utility beyond
reconstruction. With this method, intrusion events can be classified faster and more accurately by retaining decoded
representations that contain valuable 10T data properties. There are two distinct applications of autoencoder architecture in
this study, making it different from others in its field. In addition to improving reconstruction accuracy, the algorithm
leverages learned representations for performing sophisticated analytical tasks crucial to 10T security. By applying
Denoising Autoencoder technology to 10T contexts, intrusion detection systems should be more precise and adaptable than
they are today.

3.3 Model Training

DAE is trained to detect intrusion in loT systems using our unique approach that combines intensive pretraining and fine-
tuning stages. First, the DAE goes through pretraining to become capable of reassembling clean data from noisy inputs and
extracting significant characteristics required for anomaly detection. During this stage, reconstruction error is reduced,
allowing the model to weed out unimportant data and focus on patterns that suggest intrusion attempts. Our fine-tuning
strategy involves adding more layers after pretraining and fixing the encoder's parameters after that. As a result, the encoded
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representations produced by the DAE can be used for reliable intrusion detection. Classifiers are optimized to identify
intrusion risks using techniques such as binary cross-entropy loss functions and Adam optimizations [29], [30]. 10T settings
must be protected against cyberattacks by this method. The model must be thoroughly evaluated across different datasets
in order to be used as a reliable tool in the real world. Thus, the model is suitable for various 10T applications due to its
strong cybersecurity defence and flexibility in changing attack techniques. Using DAE-based solutions, we demonstrate
how security can be enhanced in networked IoT environments, how infrastructure and sensitive data can be protected from
cyberattacks, and how detection accuracy can be increased. A detailed explanation of the training model is provided, with

a focus on practical efficacy and scalability.

1. Pretraining: Denoising autoencoders can be pre-trained to acquire a condensed representation of input characteristics
using training data. During pretraining, the autoencoder is trained to reduce reconstruction errors in order to minimize
input and output data discrepancies. As a result of this technique, the model is able to gather significant qualities by
removing noise and irrelevant data.

2. Fine-Tuning for Classification: Autoencoder models are created by fixing encoder layers and adding more dense layers
to create classifiers after the pretraining phase. The fixed encoder layers are used as inputs to train the classifier with
the encoded representations produced by the encoders. In 10T systems, intrusion risks can be detected using binary
cross-entropy loss functions and Adam optimization algorithms.

3. Model Evaluation: Using the testing data, the trained classifier was able to predict intrusion assaults correctly. This is
indicated by the test accuracy metric, which indicates the proportion of cases accurately classified from the total number
of samples. Using existing methods, we have developed a versatile and reliable model that achieves excellent
performance on a variety of datasets associated with incursions. With this technique, we can successfully identify
intrusions, thereby increasing dependability and flexibility in protecting our network against cyberattacks.

4. Development of a Novel Approach: To detect unauthorized access to 10T devices, we propose an approach based on
denoising autoencoding models. Using unsupervised learning algorithms, this innovative technique accurately detects
intrusion attacks and extracts useful features from network traffic.

5. Effective Detection of Intrusion Attacks: Denoising Autoencoders for Internet of Things intrusion detection are
presented in this paper. Intensive testing and assessment of the model demonstrate its ability to distinguish benign and
hostile network events, resulting in high accuracy and low loss values.

3.4 Unsupervised Learning

As a result of the Denoising Autoencoder model, salient characteristics from the input data are captured and enhanced to
facilitate supervised classification of the data. In 10T systems, the model aims to reduce potential security threats by
effectively identifying and categorizing representations and information. We utilize a deep learning model called denoising
autoencoder for our approach. Using a denoising autoencoder, data that is damaged or noisy can be removed by learning
how to reconstruct the original data. The training aims to minimize disparities between original and reconstructed data. It
is possible to build deep networks by stacking denoising autoencoders. Architecture can accept a number of other types of
data, including text, audio, and images. It can incorporate personalized noise, such as Gaussian noise or salt-and-pepper
noise.

1. The traditional auto-encoder minimizes errors.

L(xa(F)) (1)

e In L2 the norm of difference is calculated as the mean squared error of g(f(x)) relative to X.
A DAE minimizes the amount of energy consumed.

L (x,g(f(x))) (2)

e Noise corrupts the original copy of x, and | is the corrupted copy of L
e The autoencoder must undo this corruption rather than copy it.
Encoding is reversed when decoding, which reverts the encoded data back to its original form in the data space. As part of
the training process, the autoencoder is provided with both clean and noisy examples. This experiment is aimed at training
an encoder-decoder function to convert noisy inputs into clear ones. Below is a diagram illustrating the phases of training
and testing for the nl DAE. nl DAE parameters can be optimized using equation 3 as follows forall i € {1,- - -, M}: 0 * nl:
M

* I+ ; 1 ni 9’ i
i On1 = argmmg‘ngZL g (fe(y )) 3)
i=1
It is only by replacing XI by | that (1) differs from (2). Accordingly, £(j)nl denotes the jth regenerated data based on nl
DAE, which can be expressed as follows for all j € {1, ..., L}: Xj in equation 4.

’?1]1.1 =y —gg *nl (fe*nl(yj» 4)
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3.5 LSTM-DAE Model

With the LSTMM-DAE model, abnormal signals are extracted, classified, and recognized using LSTMSs and autoencoders.
To maximize the effectiveness of pipeline leakage data analysis, we exploit a relationship between the AEs and the time
series using unsupervised learning with linear support vector machines. A diagram of the LSTM-DAE model framework,
which includes encoders and decoders, can be found in Figure 4. There is no need to tag signals with a time sequence in
order to learn their characteristics. Three layers are present in the encoder: an input layer, a fully connected layer (which
retains most spatial dimension information), and two layers of LSTMs. There are two LSTM layers in the encoder: an input
layer and a fully connected layer (which is capable of retaining most spatial information). The time series length is
maintained throughout the process by encoding spatial dimensions into 32-dimensional features. LSTM layers (128 nodes)
are used in conjunction with the fully connected layers (128 nodes) to extract digital signal features from input data. Instead
of encoding 32-dimensional features, the decoder reconstructs their spatial dimensions. Softmax transforms the hidden
layer conduction features into the classifier's outputs by using the LSTM-DAE. There is a connection between the softmax
layer and the decoder's output.
exp (am)

Ziliexp (@)

Each of the m categories inm = 1,2, ..., M, p,,, has a probability of classification and a,,, represents the neurons that need
to be activated.
Cross entropy loss, therefore, serves as the objective function:

M
L©®) = ) yulog (B) (©)

m=1

B, = Softmax(a,,) =

)

A tag's expected value is represented by vy, in this example.
This study is conducted based on the LSTM-DAE model. LSTM-DAE classification models can be trained using pipeline
data by using characteristic parameters as input. The data sets used in the analysis are as follows:

X =X, Xy o, X )

A complete data set is fed to the LSTM-DAE; a single feature parameter data set is fed to it, and a number of effective
features are fed to it. Normalization results in the following formula:

(Ymax - ymin)(x - xmin)
= + Ymi ®
(xmax - xmin) e

A vector is represented by y after normalization, x before normalization, max after normalization, min after normalization,
and the same for x before normalization.

It is possible to obtain hyperparametric optimal solutions in particle swarm optimization. The particles update themselves
iteratively by tracking two extremes.

3. 6 Dataset Description

As a result of a collaboration between the Canadian Institute for Cybersecurity (CIC) and the Communications Security
Establishment (CSE) in 2018, this dataset has been created. Seventy-five network data features were extracted using their
newly developed tool, CICFlowMeter-V3. Out of 16,232,943 flows, 14,484,708 (83.17%) were benign flow types, and
2,748,235 (16.93%) were attack types. There are five features in its flow identifier list: the Dst IP, the Flow ID, the Src IP,
the Src Port, the Dst Port, and the Time Stamp. The attacks included bot attacks, brute force attacks, DoS attacks, DDoS
attacks, infiltration attacks, and web attacks.

This database depicts a wide variety of assaults, including typical traffic on 10T networks. Data from the Bot-loT database
includes keylogging, server and OS scanning, DDoS attacks, and data exfiltration. Bot-10T was created as a new dataset to
allow comparisons with older datasets.

3.7 Measures for evaluating

This study utilizes a variety of evaluation metrics to evaluate the proposed model's performance.

e Accuracy: Calculated using equation (9), it represents the average correctly identified IoT traffic.
TP +TN
100 9

X
TP+TN + FP +FN
¢ Precision: Equation (10) defines positively identified samples as essentially positive samples.

TP
. _ y
Precision(PRC) TP L FP 100 (10)

Accuracy(Acc) =
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o Recall: This measure measures the proportion of real positive instances detected as positive based on an equation (11).

=———X
Recall(RCL) = -0 100 (11)

e F1l-measure: In equation (12), it reaches its highest value at 1 and its lowest value at 0 and is calculated as a weighted
average of the RCL and PRC.

Precision X Recall
F1 — Score(F1) = 2

(12)

Precision + Recall

4. RESULT AND DISCUSSION

Based on various configurations of hidden layers, Figure 1 shows the trend in loss function for various models. It appears
that adding hidden layers to the models does not make them more capable of reconstructing input data. At the beginning
of the epoch, the single hidden layer model with the smallest loss value outperforms the other two autoencoders. According

to [31], increasing hidden layers results in a greater loss error in autoencoders.
The Loss Curve on DAE

[ Loss 1 Layer
I Loss 3 Layer
Il Loss 5 Layer
[ Loss 7 Layer

0.0005

0.0004

0.0003

Loss

0.0002

0.0001

1 5 10 15 20
Epoch
Fig. 1. An example of a loss curve in a deep autoencoder (DAE).

The loss value decreases as epochs are added, and it is close to zero as epochs are added. DAE and LSTM-DAE models
present loss values after 20 epochs, whereas DCAE presents them after 10 epochs. There is no difference in loss value
between different configurations of the LSTM-DAE model, except in scenarios where three hidden layers are involved.
Network traffic datasets exhibit a time-series pattern, which can explain the effectiveness of the LSTM-DAE model [32].
Because of this, autoencoders incorporating LSTM layers, whose internal memory can utilize input sequences, perform

better at reconstruction.
99.9980

1 [ pAE
99.9975 -| [l LSTM-DAE

| Il ocAE
99.9970 - [ SAE

| [l pBN

99.9965 —
99.9960 —

99.9955 <

Loss

99.9950 -
99.9945 —
99.9940 -
99.9935 —

99.9930 4

Accuracy Precision Recall F1-Score TNR

Fig. 2. Mean squared error loss.
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According to Figure 3, all models have minimal false positives (FP). False positive rates (FPRs) are lowest with the DAE
model, while they are highest with the LSTM-DAE model, although they are negligible. When the BoT-loT dataset was
fine-tuned, the transfer learning model's results were relatively consistent. A DAE model's performance is not significantly
affected by the number of hidden layers except during transfer.

FPR Performances in BoT-loT

0.0005
0.0004 |
0.0003 |
g
b |
o
w
0.0002 |
0.0001
0.0000 . . . . .
DAE LSTM-DAE DCAE SAE DBN

Fig. 3. Metrics comparison between different deep learning model variations on the BoT-10T testing set.

The CSE-CIC-1DS2018 dataset is significantly improved by the three-layer model as compared with models based on HAE,
HBN, SAE, or DCAE features, as shown in Figure 4(a, b). Fig. 4a illustrates how the DAE model excels over all other
models, with an accuracy rate of 99.264%, a recall rate of 99.15%, an F1-score of 99.179%, and a specificity rate of
99.799%. Unlike Figure 4a, Figure 4b shows the DCAE model's poor performance, which is further accentuated by its FPR
value. CSE-CIC-1DS2018 shows an over 99% success rate with transfer learning.

It appears that deep learning models can transfer learning across a wide variety of datasets to detect network intrusions
based on these findings.

Matrics Performance in CSE-CIC-IDS2018 FPR Performances in CSE-CIC-IDS2018

100.0

[ pAE 0.40 —
Il LSTM-DAE
Il ocAE
B sAE
I DBN

99.4 - 3
& 0.20
w
99.2
0.15
99.0 0.10
0.05
98.8 +
0.00 -
Precision Recall F1-Score TNR DAE LSTM-DAE DCAE SAE DBN
@ (b)

Fig. 4. An analysis of the metrics for each variation of the deep learning model on the CSE-CIC-1DS2018 testing set.
As shown in Figure 5, each model takes different amounts of time to load using both datasets. Deep learning models are
affected by their architecture, with LSTM-DAE models requiring slightly longer loading times than others. LSTM modules
are more complex than alternative structures as a result of this outcome.
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Loading Time BoT-loT

B oae 25

Loading Time CSE-CIC-IDS2018

Il LSTM-DAE [ DAE

Il DCAE ] Il LSTM-DAE
Bl sAE Il DCAE
[ D8N B shE
= 2,04 I DBN

1.5

1.0

0.5+

1 Layer 2 Layer 3 Layer 4 Layer 0.0

1 Layer 2 Layer 3 Layer 4 Layer

Fig. 5. Detecting attacks using both testing datasets and comparing loading times for each model.

According to Figure 6, the DCAE design has the best performance since each type of attack is identified by two
convolutional layers hidden in each other. Performance falls below 90% in the theft data category, where the model shows
strong detection capabilities.

A theft-data-exfiltration attack has a precision of 75%, whereas a theft-keylogging attack has a recall of 85.714 %. As a
result of the limited number of theft records in this category, which comprise fewer than 100 entries out of a total of over
3.7 million, detection and precision are reduced in this category.

BoT-loT Dataset

B Precision
I Recall
I F1 Score
B TNR
Il Accuracy
B FPR

Attack Performance (%)

Normal DDoS-HTTP DDoS-TCP Recon. Recon.- Theft Data
OS-Fingerprint Service Scan  Exfiltration

Fig. 6. A performance analysis of each class's ability to recognize attacks on the Bot-1oT dataset.

A breakdown of CSE-CIC-1DS2018 classification results is shown in Figure 7. The recall rate (or detection rate) for SQL
injection attacks is 43.75 per cent, with a false detection rate of 18.98 per cent. As a result of the minimal data packet
proportion of 0.004%, poor performance was observed. As opposed to the BoT-loT dataset, the CSE-CIC-1DS2018 dataset
is not up-sampled during fine-tuning. Thus, the web attack category suffers from significant class imbalances, making
learning more difficult; rates are only 43.75% in this class.
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CSE-CIC-IDS2018 Dataset

I Precision

Attack Performance (%)

Benign Bot Brute Brute Infilteration SQL SSH

Force Force XSS Injection Bruteforce
Wah

Fig. 7. CSE-CIC-IDS2018 performance on attack recognition.

Using the 5% BoT-10T data set (57), figure 8 compares previous attack detection methods, with bolded results indicating
the best results. IDSs employing deep learning for all performance indicators are outperformed by the proposed feature
extraction technique. Furthermore, feature extraction and hyperparameter tuning produce deep learning models that round,
are accurate, precise, and detect 100% of errors. This translates into no false positives (FPRs) for these deeper learning
models. Based on these results, a proposed approach to intrusion detection systems reduces FPR values more efficiently
than previous approaches.

100

Accuracy (%)

20 4

BoT-loT Dataset CSE-CIC-IDS2018 Dataset

Fig. 8. Data comparison with previous BoT-loT research.

5. CONCLUSION

Using unsupervised feature selection and deep learning techniques, this research presents an approach to intrusion detection
in Industry 4.0 environments. Through the application of an unsupervised anomaly detection model that efficiently
identifies malicious activity, the proposed framework significantly improves intrusion detection capabilities. This system
provides increased accuracy, reduced false positives, and lower computational overhead compared to existing intrusion
detection methods. As cyber threats become more complex in Industry 4.0, a scalable and adaptive approach to
safeguarding critical infrastructure is essential. Developing the system's applicability to diverse industrial environments
and integrating it with real-time threat response mechanisms could be a future goal.
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